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Stalking = surveillanceStalking = surveillance

““LegitimateLegitimate”” surveillance bysurveillance by
–– PolicePolice
–– National securityNational security
–– Lawyers etc involved in civil litigation?Lawyers etc involved in civil litigation?
–– Spouses and partners?Spouses and partners?
““IllegitimateIllegitimate”” surveillance bysurveillance by
–– Marketers and data miners?Marketers and data miners?
–– ISPs ? (ISPs ? (PhormPhorm))
–– ID thievesID thieves
–– Exes, strangers and paedophilesExes, strangers and paedophiles



SNSsSNSs and and FacebookFacebook –– why it why it 
mattersmatters

62 million users worldwide (62 million users worldwide (cfcf MySpaceMySpace 217 million)217 million)
Audience in UK increased by 1800% between August 2006 Audience in UK increased by 1800% between August 2006 
and September 2007and September 2007
7.5 million unique users in UK at Sept 07 (7.5 million unique users in UK at Sept 07 (cfcf MySpaceMySpace, , 
5.2m)5.2m)
33rdrd most popular site on web in UK by pages accessed most popular site on web in UK by pages accessed 
(after Google and eBay)(after Google and eBay)
Not just kids! Average FB user by Sept 07 was almost 34. Not just kids! Average FB user by Sept 07 was almost 34. 
180,000 over 65s!180,000 over 65s!
22% more female than male22% more female than male
Valued globally at Valued globally at ££15 billion 15 billion 
NB SNS market is volatile NB SNS market is volatile –– FB growth is slowing down FB growth is slowing down ––
what next?what next?
Relevance to stalking and law?Relevance to stalking and law?





FacebookFacebook and privacyand privacy
EC Data protection law protects EC Data protection law protects personal datapersonal data –– datadata that that 
identifies a living person identifies a living person –– especially especially sensitive data sensitive data ––
supposed to getsupposed to get explicit consent explicit consent toto process process itit

(a) the racial or ethnic origin of the data subject
(b) his political opinions
(c) his religious beliefs or other beliefs of a
similar nature
(d) whether he is a member of a trade union
(e) his physical or mental health or condition
(f) his sexual life





Perceptions of privacy?Perceptions of privacy?
“Reasonable” expectations of 
FB users?
Used to find criminal and civil 
evidence
Journalists – PCC enquiry
Used by ID thieves and direct 
marketers to collect data
“Legal” surveillance using
FaceBook (July 07)
The Oxford proctors and the 
philosophy student 
“Network” default?
– School/university networks
– Cf Regional networks(1.2m 

London members)

From surveillance to stalking?



Whose responsibility is her privacy?Whose responsibility is her privacy?

The student because she didn’t take appropriate 
security measures using available tools?
Problems
– Different perceptions of privacy in  SNS networks from 

“open” spaces eg web sites
– No standardisation of expectations across SNSs eg LJ 

-> FB
– Not obvious and no standardisation within FB privacy 

controls

Oxford’s fault for snooping on a “private place”?
FB’s fault because it did not provide the right 
defaults for a “reasonable expectation of privacy”?



Lack of control over third party use Lack of control over third party use 
of dataof data

Tagging of Tagging of picturespictures??
Control possible, but obscureControl possible, but obscure
Search engines?Search engines? FB provided FB provided 
optopt--out (not optout (not opt--in) to spiders.in) to spiders.

Giving data to advertisers?Giving data to advertisers?
Marketers?Marketers?
What did you What did you consentconsent to?to?

Third party appsThird party apps? ? 
Often Often viral.viral.



Other privacy problems Other privacy problems –– FacebookFacebook
appsapps



Compare MeCompare Me



Privacy as a bug not a feature?Privacy as a bug not a feature?
Privacy settings of FB are technically sophisticated 
but..
The core concept is of “openness” given college 
origins
Giving away data and gaining friends is part the 
game: “Friend whoring” - 41% users befriended 
Sophos frog
If adults rarely take steps to protect their privacy, 
should we expect teenagers to? Risk awareness; 
jam today; culture of disclosure.
But when FB users grow up…?
Aggravated by the “eternal memory of the Internet”



Solutions??Solutions??
Education Education –– egeg ICO code of practice for young ICO code of practice for young 
usersusers
Law Law –– DP says processing is OK with consent DP says processing is OK with consent 
but..but..
Is it informed? Free? Standard terms and Is it informed? Free? Standard terms and 
conditions.conditions.
Norms: Norms: BeboBebo checks every profile by hand. But checks every profile by hand. But 
norms are largely pro disclosure. (Itnorms are largely pro disclosure. (It’’s how they s how they 
make money!)make money!)
Code: could the software have more privacy Code: could the software have more privacy 
friendly friendly defaultsdefaults built in?  Or more obvious privacy built in?  Or more obvious privacy 
settings?settings?
Data/profile expiry, renewable every six months?Data/profile expiry, renewable every six months?
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