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A selection of iIdeas about risks and trust

o Certainty Trough:

» Beginners and experts are more weary
» EXxperts take more (measured) risks — Learned levels of trust

o Experience technology
» With exposure comes trust

o Optimal levels of trust?
Too much and too little trust are counter productive

o Trust online versus offline

» Lack of Face to Face contact
» Lack of skill (control)




Trust models: Certainty Trough
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Trust models: Experience

Experience technology

Trust level

Beginner Average Expert
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Questions

o Have levels of risk and trust changed

since 20037
o What explains trust?

o What does trust explain?
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Sample and design OxIS

* Fieldwork: 2003, 2005 and 2007

* Probability sample of England, Scotland & Wales
 Respondents: 14 year olds and older

« Face-to-face interviews

e Sponsorship: Hefce, British Library, Cisco, Ofcom,
Talisma, AOL, BT, and Orange
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Sample composition

2003 2005 2007
Fielded in June-July February-March March - April
Number of 2,030 2,185 2,350
respondents
Response 66% 72% 7%
rate




Trust In the internet

Trust in Internet....

Information Providers People

59% 56%

. Unreliable . Neutral Reliable

OxIS N=2,350 (users and non-users)
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Trust trends

Total 10
confidence 9
8
7 6.6
6
Neutral 5
4
3
No confidence 2
at all 1 | |
2003 2005 2007

All: OxIS 2003 N=2,029 ; Oxis 2005 N=2,185 ; OxIS 2007 N=2,350
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Risk perception: Privacy at risk?
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Internet Users: OxIS 2003 N=1,201 ; Oxis 2005 N=1,309 ; OxIS 2007 N=1,578
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Unpleasant Experiences Person Has Had on the Internet [(QC13)
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Feceived a virus onto
YOUr CoOmputer

Been contacted by somigone
over the Internet from
some foreign country

Eeen contacted by
someone online asking you

N egative to provide bank details
EXperiences i

Bought something which
has been misrepresented
on a Web site

Fecewed obscens or abusive
e-mails from psople
you know

Had credit card details
stolen via use on the Internet
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OXIS Current users. OxIS 2003: M=1,201; 0xIS 2005: M=1,30%; OxIS 2007: M=1,578
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Internet trust iIn comparison to other sources
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The internet is ....
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Explaining Trust: Risks, Experience & Skill

 Demographics

* Access (Broadband)

e Proximity (years, confidence and breadth of use)
 Negative experiences

* Risk perception

o SKkill
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Trust and proximity to the internet
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Low (all) Low (users) average-low

average-high

Proximity to the Internet

OxIS 2007 All N=2,350; Internet Users: N=1,578
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Skill and Trust
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OxIS 2007 Internet Users: N=1,578
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Trust and negative experiences
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Modelling trust

e Trends
 Non-Linearity (certainty trough model)

e Trusting ‘types’
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Trends
Trust since 2003 (for internet users)

/In contrast to 2003\
proximity no longer
determines trust in

the internet for

Trust 2003 | Trust 2007
Gender NS NS
Social grade NS NS
Area characteristics +
Age NS NS
Education - -
Broadband NS NS
~—Proximity : NS
Prox*SES + NS

Non Linear Proximity

Negative experiences

OxIS

wnet users

Negative experiences
diminish people’s
trust in the internet




Certainty trough
Trust (for internet users)

Trust 2003 | Trust 2007 | Trust 2007

Gender NS NS NS
Social grade NS NS NS
Area characteristics + +
Age NS NS NS
Education - - KAnon-Iinear model of
Broadband NS NS proximity is

o significant
Proximity - NS > certainty trough?
Prox*SES + NS

<—_Non Linear Proximity
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Modelling Trust (Internet Users)

OxIS

Trust
Proximity NS
Area characteristics +
Social grade NS
Gender NS
Age NS
Education -
Broadband NS
Negative experiences NS
Risk perception -
Trust in Media +
Trust in Institutions +
Trust in People +

Users in-2007.(N=1 5873
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Trusting people tru
the internet
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Modelling trust and activities

Explaining activities (eCommerce & Communication)

 Demographics

e Trust

* Proximity
 Broadband access

* Negative experiences
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Trust and commercial transactions

N w HEN a1
o o o o
L L L

=
o
!

% that considers internet untrustworthy

o
|

OxIS

17

OxIS 2007 Internet Users: N=1,578

2 3

Extent investing

olflelifelll .
:;ii‘oi”i:wii s Oxford Internet Institute
= N i /0 University of Oxford

elilelilell] ¢S




Trust and communication
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Modelling eCommerce

Buying 2003 Buying 2007
Trust Internet NS NS
@oximity + +
Area characteristics NS .
Proximity
Social grade NS + increases
Gender NS NS WHE
activities
Age NS NS
Education NS =
Broadband NS - Negative
<Negative experiences + EXPEHEnces
Increase
Privacy risks - NS with activity
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Modelling eCommerce and Communication

Buying | Communicating

Area characteristics NS NS

Social grade + NS

Gender NS NS

Age NS - .
Proximity

Education 3 NS

strongly related

Proximity + to online activity
Broadband access +
egative experiences +
.g : P Different \
Privacy risks — NS NS types of trust
< lrust Internet NS related to
Trust in Media NS NS :gtffnrﬁ;‘;
< Trust in institutions + NS> J
Trust in people NS NS
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Trends in trust (since 2003)

Trust

Proximity is no longer sufficient to explain trust.
» Exposure model functional in 2003 but not in 2007.
» ‘Certainty trough’ models more appropriate in 2007.

Activities
» Proximity explains activities

» Trust in the internet DOES NOT explain eCommerce
» Trust in the internet DOES explain Communication
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» Negative experiences diminish trust and are
related to higher online activity.

» Internet trust is strongly related to a general
disposition towards media, institutions and
people.

» EXxperts learn how to deal with online risks >
Skills will diminish level of importance of risks.

» Internet literacy and exposure to the Internet will
Increase people’s levels of trust

» Users need to feel that they can control the risks
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Thank you.

Oxford Internet Surveys
http://www.oii.ox.ac.uk/microsites/oxis/
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